EchoNeova

Y e

oo &
g cyed
2026 3918114 1Egamd 451

Lilily o &S
Zlodl dss & popsall eWly (Sasl of TLS 1.2) Jadl el bl iad gl o

oSl wlg) e Jolgall sosate Bslasy (da8l axdl wladlog ludl day df Jay oo ST &3,8 wblus Jpagll o
wibgall 8)slis 108 Jsogll lilly ol

olixall x dlaesfl dnslpos o] deg U] Jsos JS Jimass bl o

olatdll )Ll o Aaliciag 8ke bliinl s oot gl o

bl e asmallaalls desiiocall ablialls Microsoft Azures Amazon Web Services s Lslass JLaxs Lkl «
bWl e pedlaall dxio § peyoe

ladl g5 s 2yl gyl & el plasil Isabol pidl edlanl il baiod . huaill o

Flacdl BN ge Jolat 285

oo ey T & elld Blayl Jrae JSI 1Sag dlarrasig lirdlas oyt (oSl Lz &o)l dll3] any eedlaa) @bl pasiias o
dolus wlslac]

gl gadus plasul JS dilie olié JST a8y b 8yb 53 digall pgmdlai Yo wlondl dlé colorus mias ¥ o

.e|mﬁ|5;b!$éfmﬂi)e&lzdl@5m@9ﬂ|o)l.?wgh&::e@ degane pé dilo dode wge cgo JS Jams o

Byl dall wileasead| ob.oig el o diSge dddlge oo wgo Lﬁi Gl I

Jlzed!

drasadl ol dlas ogilss al7U¥lg ISO/IEC 420019 ISO/TEC 27001 dolgd 92u paasis el b go :Lgb Joxi o
ST Jozs ¥g . Js3l Satusall CSA STARg bl dyloeudl diwsmd! cpol dusliws el wlogleall plads pulasg (dhLeyl
Lede Jgasdl sie dxdall sda &dodiwg o 8algd

security@echonova.ai ye &~ 4851 Corgas acwdall edlaall dolis 8y 8l @ add| milsg dedl Wiluliw o

EchoNova AI L.L.C-FZ - Trust Center 1/ 3



xsl gf 885 e S5

osile il ot Ligils 33 s . Jas o9 M5 5,5 security@echonova.ai J| 4 aiie &l of dotel 8,35 6T o)
25 1 U8 oot Yains 189 Wslgass consd] walhany ¥y aesbily né bl J] ol s i ey

EchoNova AI L.L.C-FZ - Trust Center 2/ 3



@® SECURITY

Security and Trust.

LAST UPDATED: 14 OCTOBER 2026

How we protect your data

« Encryption. Data is encrypted in transit (TLS 1.2 or higher) and at rest in production storage.

+ Access. Nomed individual accounts for everyone with production access, least privilege, multi-factor
authentication on cloud consoles, and access removed as soon as someone leaves.

« Logging. Every production access is logged, and unusual activity is reviewed.
« Backups. Regular encrypted backups with tested restores.

+ Hosting. Our services run on Amazon Web Services and Microsoft Azure. The regions in use and our
subprocessors are listed on the subprocessors page.

« Separation. Data from customers who have turned training off is kept out of the model-training

environment.

How we handle Al

+ We use customer data, de-identified where possible, to train and improve our models. Every customer
can turn this off at any time in their account settings.

« We never give voice artists' recordings or voice models to any third party, and every artist is paid for
each paid use of their voice.

« Every generated audio file carries an inaudible watermark, and we keep generation records for up to 12

months to investigate misuse.

« No voice is cloned without its owner's documented consent, and public figures' voices are blocked.

Compliance

« With a specialist partner, we are working towards ISO/IEC 27001 and ISO/IEC 42001 certification, and
alignment with the UAE Personal Data Protection Law, the UAE Information Assurance standards, the
National Cloud Security Policy and CSA STAR Level 1. We hold no certification yet, and we will update
this page when we do.

« Our security policies and latest assessment results are available to enterprise customers under NDA
through security@echonova.ai.

Reporting a vulnerability or incident

Send any security vulnerability or suspected incident to security@echonova.ai. We reply within two
business days. We will not take legal action against researchers who report in good faith, access no data
other than their own, do not disrupt the service, and give us reasonable time to fix the issue before any

disclosure.
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